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What is the Malicious Software Removal Tool?

In early 2005, Microsoft started releasing a software product called the Microsoft Malicious Software
Removal Tool. It's a monthly update released on the second Tuesday of each month (Patch Tuesday) to
help scan user's computers and remove viruses and malware. MRT uses a signature database they
update on a monthly basis. Because this database does not have virus signatures and patterns for
EVERY virus in the wild, it's meant to just help prevent the infection and spread of the most prevalent
issues. For this reason, you should still run antivirus software on your computer even though the
Malicious Software Removal Tool is being run on your computer.

Normally, this removal tool is downloaded via Windows Update and runs silently in the background to
check for infections on the computer. It runs a quickscan for the worst infections, but what if you would
like to use the removal tool to run a more thorough scan of your computer. We'll show you how to
manually start the MSRT and how to run a thorough scan for problems.

How to Run the Malicious Software Removal Tool Manually
Follow the steps below to open MSRT and change the default settings.

1) Click on Start, Run
2) Type MRT and Press Enter

3) You'll be presented with the following screen, click on the Next button
Microsoft Windows Malicious Software Removal Tool - Sep. 2007

Welcome to the Microsolt Windows Malicious Soltware Removal Toal —
This bool scars For and automatically removes prevalent maboous software o }

Chick Next bo scan for and help remove specific malicious software from your computer,
For more information on this bool, please see the online documentation,

Wiews & st of malicious softveare that this bool detects and removes,

This tool s not a replacement For an anti-vinus product. To help protect your computer,
you should use an anti-vinus product. For mors infiormation, ses Protect Your PC.
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4) Normally, the removal tools run the Quick Scan, but for more thorough results, choose FULL SCAN
and click Next

Microsoft Windows Malicious Software Removal Tool - Sep. 2007
Scan bype ,,-]
b 8

Plaasa chooss a byps of scan:

Dcar.l'-:kﬂ:m. Scans areas of the system most Bely bo contain malicious software., IF
ralicious softwars is found, you may be prompted bo run & ful scan.

@Fl.lscm. Scans the snkire system. MNote that this scan can take up to several hours on
SCME COMPUbers.

Dﬂlst-:-rrm-du?\. In addition to a quick scan, the ool vall also scan the contents of a
user-specified folder,
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5) Now the Malicious Software Removal Tool will scan your entire hard drive for infections and
Microsolt Windows Malicious Software Remowal Tool - Sep. 2007

Extended scan in progress __,]
BT
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After this operation completes, the kool will provide you with a report: of Hhe maliciows
software that was detected,

[ l
Currenthy scanning:

C1\Program FlesiWindows Live Safsty CanterisenPl.dl

Files Scannad: 277

Irfected Files Found: 0

problems
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6) Once the scan is completed, you should see the following screen if your computer is free of
Microsolt Windows Malicious Soltware Removal Tool - Sep. 2007
Scan results ,-"]
-

@ o malicious softwars was detected,

wiow detalled results of the scan,

This tool 5 not a replacement: fior an anbi-vines product, To help probect your
computer, you should use an anti-vinus product, For more information, ses
Erobect Your PC.

[_Fosh ] [ concel |

infection

7) If you click on the View Detailed Results of the Scan option on the Results page you should see which
viruses, worms, and trojans the removal tool scanned for and if an infection was

Malicious Software Removal Tool

This tool helos remave the Falowing maliciaus software. For information
on spedfic malidous software, chick an entry.

Makware Scan resuks e

WANZZ Alcan ok infiecked
Winzzjalemod ok infizched
WinZz allaple ek infecked
WinZeahereon Mek infected
WinIZfantinny Mok infected
Win32jakak: Mt infected
‘Win3Z/Gadtrans Mok infeched
WinzZjgaglk Mok infiected
Win3zEagez ok infiected
Win3Z Gancos Mek: infected
N 32 fBanker Mek infected
N Besrut Mt infected
Win3Z Berbew Mot infected
W32 Bobae Mok infieched
Win3Z Gofra ok infected
Win3Z Brontak, Mok infectad
Win3z Eropia Mok infected
WinZzfEugbesr Mok infected
WAn S Busky Mt infected
| Win32Chie Mot infected o |
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found
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8) Click Finish on the Scan Results page to exit the Microsoft Malicious Software Removal Tool

Log File Results

Whether you manually run the removal tool or it runs automatically when downloaded from Windows
Updates, you may want to view the scan results log to see what it scanned for and what it found. The log
file (mrt.log) will be found in the Windows\Debug folder. If you are running Windows XP or Windows Vista,
this file is probably located at

c:\windows\debug\mrt.log

Follow the instructions below to open it.

1) Click on Start, Run
2) Type the following and Press Enter

notepad c:\windows\debug\mrt.log

3) The log file will open in Windows Notepad. Each scan will log its results in the file. If you had an
infected file, you will see something like the following in the log file.

Microsoft Windows Malicious Software Removal Tool v1.33, September 2007
Started On Sat Sep 15 21:41:52 2007

Extended Scan Results

->Scan ERROR: resource file://C:\pagefile.sys (code 0x00000020 (32))

Found virus: Backdoor:Win32/Nuwar.Blini in file://C:\Documents and Settings\Mark\spooldr.ini

Found virus: Backdoor:Win32/Nuwar.Blini in file://C:\Documents and Settings\Mark\Desktop\Virus
Info\spooldr.ini

Found virus: Trojan:Win32/Tibs.DC in file://C:\System Volume Information\_restore{3C8729AD-DCO07-
4E82-8FC5-363FFE9EB86D}\RP14\A0020913.exe

4) Click on the X in the upper right corner to close Notepad
More Information

For more information on the Microsoft Malicious Software Removal Tool visit their help page or click on
the following link to go to the home page for the removal tool

Microsoft Malicious Software Removal Tool Page
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